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Safe reinforcement learning
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Safe reinforcement learning

• RL is increasingly being used in safety-critical applications

• this means we cannot just do “trial and error” learning and hope
for the best

• we need to be able to show that the agent’s behaviour is safe

• however, “safety” can be defined in a number of ways

• Krasowski et al. (2022) identify three main approaches to safe RL:

• constraint optimisation approaches

• probabilistic model-based approaches

• provably safe approaches
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Provably safe RL

A number of approaches to provably safe RL have been proposed in
the literature:

• action replacement, e.g., (Hunt et al. 2021), where unsafe actions
are replaced by (default or sampled) safe actions

• action projection, e.g., (Cheng et al. 2019), where unsafe actions
are replaced by projecting them to the safe action space

• action masking, e.g., (Krasowski et al. 2020), where the agent is
able to choose actions only from the safe action space
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Non-Markovian safety constraints

• most provably safe approaches to RL are Markovian, i.e., the set
of actions which are considered “safe” is based only on the current
state

• we will focus on non-Markovian approaches where the safety
constraints are expressed in temporal logic
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Shields
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Shields for Safe RL

• shields (Alshiekh et al. 2018; ElSayed-Aly et al. 2021) are an
action masking approach to provably safe RL

• safety constraints are specified in safety LTL, allowing the
specification of non-Markovian contraints

• Alshiekh et al. define safe RL as: “the process of learning an
optimal policy while satisfying a temporal logic safety specification
φs during the learning and execution phases”
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What is a shield?

• the key idea behind shields is to ensure the agent does not take
actions that can lead to safety violations now or in the future

• the shield “looks ahead” an arbitrary number of steps to check
whether an action executed now must lead to a safety violation in
the future

• shields are synthesised from:

• a safety specification expressed as a safety LTL formula and

• an abstraction of the MDP in which the agent learns
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Shields and RL

• the shield is placed in the classic reinforcement learning loop

• shields operate either before the agent decides which action to
take (preemptive shield), or after (post-posed shield)

• in this lecture, we only consider preemptive shields as they are
simpler to explain

• however post-posed shields can be easier to integrate with some
Deep RL algorithms
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Preemptive Shields

A preemptive shield outputs a set of safe actions at each timestep:
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How shields work

• like a reward machine, a shield is a Mealy machine but instead of
rewards, it outputs sets of safe actions

• the output function κ takes the state of the shield and current
observation as inputs and outputs a set of actions for the agent to
choose from

• the shield should be minimally restrictive, i.e., an action is only
excluded if it must lead to an unsafe state

• example: a car heading towards a cliff; actions that should be
excluded by the shield involve continuing in the same direction;
stopping or going in a different direction should be allowed
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Formal definition of shields

Definition (Shield (Alshiekh et al. 2018))
A shield S = (Q,q0,ΣI ,ΣO, δ, κ) is a Mealy machine where:
• Q is a finite set of states

• q0 is the initial state

• ΣI is the input alphabet (observations)

• ΣO is the output alphabet (sets of actions)

• δ : Q × ΣI → Q is the state transition function

• κ : Q × ΣI → ΣO is the output function
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Simplifying the definition

ΣI consists of pairs (agent action, environment response), so is a
product A × L of two alphabets, A of actions and L of labels

Definition (Shield in this lecture)

A shield S = (Q,q0,A × L,2A, δ, κ) is a Mealy machine where:
• Q is a finite set of states

• q0 is the initial state

• δ : Q × A × L → Q is the state transition function

• κ : Q × A × L → 2A is the output function
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Synthesising shields
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Reactive systems

• two interacting entities: agent who produces actions from A and
environment that produces labels from L

• their (infinite) interactions produce runs of the system: paths of
pairs (action, label)

• not all paths are possible

• agent’s actions allow only a certain number of environment’s
responses (e.g. postconditions of actions)

• environment’s responses limit actions executable by agents and/or
their effects (e.g. preconditions of actions)
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Reactive synthesis

• MDP abstraction is an automaton that accepts all actually possible
runs of the system

• safety automaton accepts safe runs of the system

• goal: synthesise a strategy for the agent to stay in the safe states

• the strategy should return the set of all safe actions, at each step

• this is achieved by solving a safety game on the product of the
MDP abstraction and the safety automaton
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Safety LTL

• Safety LTL is a fragment of the full LTL language.

• syntactically, it contains only formulas in negation normal form:
that is, negations are only on propositional variables

• only operators X and G are allowed (no U or F )

• formally: fix a finite set of propositional symbols PV. A Safety LTL
formula φ is:

Definition (Syntactic definition of Safety LTL)

φ := ⊤ | p ∈ PV | ¬p | φ ∧ ψ | φ ∨ ψ | Xφ | Gφ
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Semantic definition of safety LTL

• safety LTL formulas intuitively require traces to have only “good”
prefixes

• as soon as a prefix of a trace is “bad”, any trace extending such
prefix will not satisfy the formula

Definition (Semantic definition of Safety LTL)
An LTL formula φ is a safety LTL formula if and only if, for every trace
λ such that λ ̸|= φ, there exists an index i such that, for any other trace
λ′, it follows that λ[0 . . . i]λ′ ̸|= φ.
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Equivalence of the two definitions

The two definitions are equivalent (not a proof, but an intuition):

• observe that if a trace does not satisfy Xφ, the required i is = 1;
does not matter how the trace continues after that, Xφ has been
falsified

• if a trace does not satisfy Gφ, there is some index i where φ is
false; after this i , again it does not matter how the trace continues

• on the other hand, if an infinite trace λ does not satisfy Fφ, there
is no finite ‘bad prefix’ of λ that is a witness to this fact
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Safety automaton

Definition
A safety automaton is a deterministic finite state automaton
(Q,q0,Σ, δ,F ) where F ⊆ Q is a set of safe states that accepts a path
if and only if only visits safe states while reading the path.
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Safety LTL Formulas and Automata

It has been shown that for each safety LTL formula there is a
deterministic finite safety automaton recognising the same language

Fact ((Kupferman et al. 2001))
For every safety LTL formula φ, there exists a deterministic safety
automaton Dφ = (Q,q0,Σ, δ,F ) such that, for every input sequence
λ ∈ Σω, Dφ visits only safe states in F when reading λ if and only if
λ |= φ.

Given a safety LTL formula φ, it is possible to build a safety automaton
of size double exponential in that of φ. The time complexity of the
construction is, again, double exponential in the size of φ (Kupferman
et al. 2001)
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Example: WaterTank

• agent has to learn how to optimise energy consumption for a hot
water storage tank with capacity 100 liters

• this involves adjusting water level in the tank by switching on and
off its intake valve

• when the intake valve is open, the water level in the tank
increases by between 1 and 2 litres per second

• when the intake valve is closed, the water level decreases by
between 0 and 1 litres per second

• rapidly opening and closing the valve damages the valve

Example from (Alshiekh et al. 2018)
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Example: WaterTank safety properties

1 the agent has to keep the tank from overflowing or becoming
empty

2 to prevent the valve from wearing out, every time it is opened or
closed, the valve has to remain open (resp. closed) for at least 3
seconds

• note that rewards (for optimising energy consumption) and safety
properties may conflict; e.g., it may be more energy efficient to
close the valve as soon as possible

Lecture 4: Shields 21



Example WaterTank safety LTL properties

The two safety properties can be expressed using the following safety
LTL formua:

G (level > 0) ∧ G (level < 100) ∧
G ((open ∧ Xclose) → XXclose ∧ XXXclose) ∧
G ((close ∧ Xopen) → XXopen ∧ XXXopen)
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Example: WaterTank safety automaton

All states are accepting, transitions to the error state sfail not shown.
From (Alshiekh et al. 2018)
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MDP abstractions

Fix an MDP M = (S,A,p, r , γ) and an MDP “observer function”
f : S → L, for some set L.

A deterministic finite state automaton (DFA) DM = (Q,q0,Σ, δ,F ) is an
“abstraction” of M with respect to L if:

1 Σ = A × L;

2 For every trace s0s1 . . . ∈ Sω and the corresponding action
sequence a0a1 . . . ∈ Aω of the MDP, we have that the automaton
run q0q1 . . . ∈ Qω, where qi+1 = δ(qi , (ai , f (si))) for all i ∈ N,
always remains in F .
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Example: WaterTank MDP abstraction (fragment)

From (Alshiekh et al. 2018)
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2-player Safety Games

Definition
A 2-player safety game G = (G,g0,A,L, δ,F ) is a tuple where:

• G is the finite set of states;

• g0 is the initial state of the game;

• δ : G × A × L ⇀ G is the deterministic transition function;

• F ⊆ G is the set of safe states.

At each timestep the game is in some state g, the agent takes an
action in a ∈ A, the environment picks a label ℓ ∈ L, and then the game
moves to state δ(g,a, ℓ).

A play π = π0π1 . . . ∈ Qω is an infinite sequence of states such that, for
each i ∈ N, there are a ∈ A, ℓ ∈ L such that πi+1 = δ(πi ,a, l).
The goal of the agent is to only visit safe states in F : a play π is won
by the agent if and only if πi ∈ F for all i ∈ N.
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Strategies and Winning Regions

A strategy for the agent is a function ρ : G → A, mapping states to
actions.

A play π from a state q ∈ Q is “compatible” with a strategy ρ if:
1 π0 = q;

2 For all i ∈ N, there is some ℓ ∈ L such that πi+1 = δ(πi , ρ(πi), ℓ).
A strategy ρ is “winning at q” if and only if the agent wins every play
from q compatible with ρ: regardless of the environment’s choices, the
game will always be in a safe state if the agent follows ρ from q.

Definition
The winning region W ⊆ Q is the set of states for which the agent has
a strategy ρ that is winning at any state q ∈ W .
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Solving safety games

• start with Win0 = F

• at each iteration remove states from Wini if in those states there is
no safe action: an action that for all environment responses keeps
the agent in the winning region

• the construction is guaranteed to terminate (possibly with
Winn = ∅)

• at most linear in G

• once we have Winn (in all states in Winn the agent has at least
one action that guarantees staying in Winn), make another pass
over Winn to collect all such safe actions for each state
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Simple example

0start 1 2

stay ,0/1

go,0/1

stay ,0/1

go,1

stay/go,2

stay ,1

stay ,2

Figure 1: Safe states are {0,1}, agent’s actions stay ,go, environment’s labels
0,1,2.

• Win0 = {0,1}

• Win1 = {0} (in 1, whatever action the agent choses, stay or go,
environment may play 2; in 0, it can chose stay to remain in 0

• {0} is the winning region and the only safe action in 0 is stay .
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Synthesising shields

Given an MDP abstraction DM = (QM ,qM
0 ,A × L, δM ,F M), for an MDP

M = (S,A,p, r , γ) and a set of observations L, and a safety LTL
automaton Dφ = (Qφ,qφ

0 ,A × L, δφ,Fφ).
1 Build a safety game G = (G,g0,A,L, δ,F ), obtained as the product

between DM and Dφ:

• G = QM × Qφ

• g0 = (qM
0 ,q

φ
0 )

• δ : G × A × L → G, defined as
δ((qM ,qφ),a, ℓ) = (δM(qM , (a, ℓ)), δφ(qφ, (a, ℓ)))

• F = (QM × Fφ) ∪ ((QM \ F M)× Qφ)

• Observation: note that safe states include (QM \ F M)× Qφ which
are non-accepting states of the MDP abstraction, that is, when we
receive inputs incompatible with our model of the system.
Debatable choice.
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Synthesising shields (cont.)

2 Compute the winning region W ⊆ Q and the set of safe actions for
each state in W (maximally permissive strategy for staying in W ).
This strategy is represented by the Mealy machine (shield) below.

3 Define the shield S = (QS ,q0,S ,ΣI,S ,ΣO,S , δS , κS) as follows:

• QS = G

• q0,S = g0

• ΣI,S = A × L

• ΣO,S = 2A

• δS(g,a, ℓ) = δ(g,a, ℓ)

• κS(g, ℓ) = {a ∈ A | δ(g,a, ℓ) ∈ W}
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Example: WaterTank safety game

From Alshiekh et al. (2018)
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Complexity of Shields

• As we have seen building a safety DFA Dφ that recognizes the
safety language of a safety LTL formula φ takes time double
exponential in the size of φ

• Moreover, the size of the automaton Dφ is also double exponential
in that of φ

• This implies that the size of the safety game G is double
exponential in the size of φ, times the size of the MDP abstraction
automaton DM

• Solving safety games takes linear, in the size of the game, time

• this implies the following:

The time complexity to generate a shield and the size of the shield
itself is double exponential in the size of the input safety LTL formula φ
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Case studies
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Case study: UAV package delivery

• UAV agent must learn to deliver packages to a specified location

• safety constraint is to avoid collisions with buildings and another
UAVs

• the other UAVs are assumed to be adversarial, i.e., they actively
try to collide with the agent

• agent was trained using maskable PPO with and without a shield
to find an optimal and safe policy to deliver the package

• the agent is rewarded for reaching the goal and receives a
negative reward for violating safety; it also receives a small
negative reward for each step taken

(Könighofer et al. 2025)
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Case study: UAV package delivery violationsFigure 10. Results for reinforcement learning in the grid world shown in Figure 9.
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derstand its task. A restrictive shield 
may hinder thorough exploration of 
the environment, which is crucial 
for discovering optimal policies. In 
particular, changes made by post-
shielding may decrease learning per-
formance.

 ! Computational effort. An MDP de-
scribing a realistic environment may 
have a very large number of states 
and transitions, even when it includes 
only safety-relevant features. Conse-
quently, it may be challenging to ef-
ficiently compute a shield from the 
MDP. These computational aspects 
remain an ongoing area of research.

Shielding Demonstrations
In this section, we demonstrate the 
effects of shielding using our running 
example of a UAV delivering packages. 
In the first example, we model the en-
vironment as adversarial and deploy 
a pre-shield that provides absolute 
safety guarantees. In contrast, in the 
second example we use pre-shields 
with probabilistic safety guarantees 
and discuss the results.a

Collision avoidance with absolute 
safety guarantees. Figure 9 illustrates 
the grid world for the first demonstra-
tion. The agent’s task is to control 
UAV!1 to deliver packages to a desig-
nated target position. The safety ob-
jective is to avoid collisions with UAV!
# (framed in red) and buildings.

We model UAV!# adversarially, as-
suming that it actively tries to col-
lide with UAV!1. This way, the shield’s 
safety guarantees hold regardless of 
the behavior of UAV!# (see earlier sec-
tion, “Shielding with Absolute Safety 
Guarantees”). We deploy shielded 
and unshielded RL to search for an 
optimal and safe policy to deliver the 
package. During training, the agent is 
rewarded when reaching the goal and 
receives a negative reward for violat-
ing safety. Additionally, it receives a 
small negative reward for each step 
taken.

a Experimental setup: The agents were trained 
using the maskable proximal policy optimi-
zation implementation provided by Stable-
Baselines334 with the default hyperparam-
eters. The shields were computed using the 
shield synthesis tool TEMPEST.33 The details 
of the experiments can be found in the supple-
mental material in the ACM Digital Library:  
https://dl.acm.org/doi/10.1145/3715958

articulated. While a shield ensures 
that a state marked “collision” is 
never reached, it cannot ensure, for 
instance, that an object is correctly 
classified by a vision system. Also, 
the shield’s correctness depends on 
the model being correct. If the model 
incorrectly states that a state is not 
problematic, the shield will not pro-
tect against reaching it.

 ! Possible reduced learning perfor-
mance. Although shields often speed 
up learning, they may also do the op-
posite, as exploring unsafe states can 
help the agent to generalize and un-

Shields can incorporate expert knowl-
edge about the task to be learned. 
Since any objective incorporated into 
the shield is enforced during runtime, 
the agent does not necessarily need to 
learn these properties. Consequently, 
the agent’s reward function can be 
simpler, potentially accelerating the 
learning process.2

The following considerations 
should be taken into account when 
performing shielding:

 ! Shielding depends on a model. As 
with any formal method, the prob-
lem must be well understood and 

Figure 9. A grid world containing two UAVs. The learning agent controls UAV-1 to deliver 
a package while avoiding collisions with UAV-2.
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Beyond absolute safety guarantees

• in many real-world systems it is impossible to avoid risks
completely

• however it is possible to give probabilistic guarantees

• this inspired introduction of probabilistic shields

• for probabilistic shields it makes sense to consider finite episodes
(in an infinite run, a very unlikely event is bound to eventually
happen, so we would be back to absolute guarantees)
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Case study: UAV with probabilistic shield

• UAV agent must learn to deliver packages to a specified location

• safety constraint is to avoid collisions with buildings

• wind may affect the movement of the agent

• wind direction is modelled individually for each cell, with a 5%
probability that the wind displaces the UAV in the direction of the
wind

• evaluation used probabilistic shields with a a finite horizon of 20
time steps and probability thresholds ϵ ∈ {0.00,0.03,0.05}, where
ϵ limits the risk the agent is allowed to take

• training and reward functions were the same as in the previous
experiment

(Könighofer et al. 2025)
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Case study: probabilistic shield environment
while wind affects its movement. The 
wind direction is modeled individual-
ly for each cell, with a 5% probability 
that the wind displaces the UAV in its 
direction. We compute shields that 
provide probabilistic safety guaran-
tees (see earlier section, “Shielding 
with Probablistic Guarantees”), us-
ing a finite horizon of 20 time steps 
and the probability thresholds   ε ∈  
{  0.00, 0.03, 0.05 }    , where  ε  limits the 
risk the agent is allowed to take. As 
before, we compare unshielded and 
shielded RL for finding a policy for 
delivering packages, using a similar 
reward function.

Results. The orange curves in Fig-
ure 12 depict the reward and the 
number of safety violations observed 
during training without a shield. The 
blue curves depict the same metrics 
when shields with different prob-
ability thresholds are applied. As ex-
pected, the lower  ε  is, the fewer safety 
violations occur. Interestingly, when 
using either shield that allows the 
agent to take some risk, the agent 
learns faster and achieves a higher re-
ward compared to using no shield or a 
shield that completely forbids taking 
risks.

Figure 11 illustrates the learned 
paths for the different learning set-
tings. The unshielded agent learns to 
take the shortest and narrowest path 
(orange), which involves a relatively 
high risk of colliding with a build-
ing. In contrast, the shielded agents 
take longer but safer routes. The 
shields with  ε = 0.03  and  ε = 0.05  
allow the path between the buildings 
(light blue), enforcing only a slightly 
larger distance from the buildings. 
Thus, most of the agent’s flexibility 
in choosing the path to the target is 
maintained, while its search space 
is reduced by prohibiting too risky 
routes. The longest path (dark blue), 
which circumnavigates the build-
ing, is taken using the shield with  
ε = 0.00 , resulting in a lower final 
reward.

Further applications. Deep rein-
forcement learning began gaining 
significant attention around 2013, 
with a key breakthrough being the 
development of DeepMind’s Deep Q-
Network. The first works on shielded 
RL emerged in 2018. Much like the 
early development of RL, shielding 

this aspect, the shielded agent quick-
ly learns to complete the package de-
livery efficiently. While the unshield-
ed agent eventually learns to avoid 
collisions and to achieve a similar 
expected reward, the shielded agent 
never violates safety and converges in 
a fraction of the time.

Collision avoidance with proba-
bilistic safety guarantees. The grid 
world for the second demonstration 
is depicted in Figure 11. In this ex-
ample, the UAV has to deliver a pack-
age without crashing into a building, 

Results. The learning results are 
illustrated in Figure 10. The orange 
curves represent the results for un-
shielded learning, while the blue 
curves show the results for shielded 
learning with absolute safety guaran-
tees. Figure 10a reports the reward, 
and Figure 10b shows the accumu-
lated safety violations, both averaged 
over five runs. In this example, shield-
ing clearly enhances learning perfor-
mance. The challenging part of this 
learning task is avoiding collisions 
with UAV!2. Since the shield handles 

Figure 11. A grid world containing a UAV, controlled by the agent, which must deliver a 
package. The wind’s direction per cell is indicated by varying shading. Paths are  
illustrated that were learned when using no shield (orange path) or shields with different 
probability thresholds (blue paths).

Figure 12. Results for reinforcement learning in the grid world shown in Figure!11.
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Case study: probabilistic shield violations

while wind affects its movement. The 
wind direction is modeled individual-
ly for each cell, with a 5% probability 
that the wind displaces the UAV in its 
direction. We compute shields that 
provide probabilistic safety guaran-
tees (see earlier section, “Shielding 
with Probablistic Guarantees”), us-
ing a finite horizon of 20 time steps 
and the probability thresholds   ε ∈  
{  0.00, 0.03, 0.05 }    , where  ε  limits the 
risk the agent is allowed to take. As 
before, we compare unshielded and 
shielded RL for finding a policy for 
delivering packages, using a similar 
reward function.

Results. The orange curves in Fig-
ure 12 depict the reward and the 
number of safety violations observed 
during training without a shield. The 
blue curves depict the same metrics 
when shields with different prob-
ability thresholds are applied. As ex-
pected, the lower  ε  is, the fewer safety 
violations occur. Interestingly, when 
using either shield that allows the 
agent to take some risk, the agent 
learns faster and achieves a higher re-
ward compared to using no shield or a 
shield that completely forbids taking 
risks.

Figure 11 illustrates the learned 
paths for the different learning set-
tings. The unshielded agent learns to 
take the shortest and narrowest path 
(orange), which involves a relatively 
high risk of colliding with a build-
ing. In contrast, the shielded agents 
take longer but safer routes. The 
shields with  ε = 0.03  and  ε = 0.05  
allow the path between the buildings 
(light blue), enforcing only a slightly 
larger distance from the buildings. 
Thus, most of the agent’s flexibility 
in choosing the path to the target is 
maintained, while its search space 
is reduced by prohibiting too risky 
routes. The longest path (dark blue), 
which circumnavigates the build-
ing, is taken using the shield with  
ε = 0.00 , resulting in a lower final 
reward.

Further applications. Deep rein-
forcement learning began gaining 
significant attention around 2013, 
with a key breakthrough being the 
development of DeepMind’s Deep Q-
Network. The first works on shielded 
RL emerged in 2018. Much like the 
early development of RL, shielding 

this aspect, the shielded agent quick-
ly learns to complete the package de-
livery efficiently. While the unshield-
ed agent eventually learns to avoid 
collisions and to achieve a similar 
expected reward, the shielded agent 
never violates safety and converges in 
a fraction of the time.

Collision avoidance with proba-
bilistic safety guarantees. The grid 
world for the second demonstration 
is depicted in Figure 11. In this ex-
ample, the UAV has to deliver a pack-
age without crashing into a building, 

Results. The learning results are 
illustrated in Figure 10. The orange 
curves represent the results for un-
shielded learning, while the blue 
curves show the results for shielded 
learning with absolute safety guaran-
tees. Figure 10a reports the reward, 
and Figure 10b shows the accumu-
lated safety violations, both averaged 
over five runs. In this example, shield-
ing clearly enhances learning perfor-
mance. The challenging part of this 
learning task is avoiding collisions 
with UAV!2. Since the shield handles 

Figure 11. A grid world containing a UAV, controlled by the agent, which must deliver a 
package. The wind’s direction per cell is indicated by varying shading. Paths are  
illustrated that were learned when using no shield (orange path) or shields with different 
probability thresholds (blue paths).

Figure 12. Results for reinforcement learning in the grid world shown in Figure!11.
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research and advances

From Könighofer et al. (2025)
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Tools for incorporating shields

• Pranger and Könighofer (2026) describe an extension to the
shield synthesis tool TEMPEST

• tempestpy is a Python library which integrates TEMPEST-based
shield synthesis directly into the Gymnasium API

• allows shields to be synthesized and deployed within existing RL
pipelines

• also extends TEMPEST’s algorithmic support to compute sound
shields for stochastic multiplayer games while preserving formal
safety guarantees

• package also includes symbolic models for MiniGrid and
MiniGridSafe, a collection of playground environments which aim
to make shielding easily accessible and experimentally
transparent
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